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Gewabhrleisten Sie den Schutz der Menschen und
Menschenrechte vor den Risiken von Kl-Systemen!

28. September 2023

Sehr geehrter Herr Minister Buschmann, sehr geehrter Herr Minister Habeck,

Ihre Ministerien verhandeln federfihrend die kinftige EU-Verordnung zu Kinstlicher
Intelligenz. Im Namen von AlgorithmWatch und Amnesty International moéchten wir Ihre
Aufmerksamkeit auf einige alarmierende Entwicklungen in den gegenwartigen Verhandlungen
lenken. In diesen wird derzeit die Einfihrung verschiedener Ausnahmen von der Regulierung
diskutiert, die die Verordnung in weiten Teilen wirkungslos machen kénnten.

Die Kl-Verordnung verfolgt einen risikobasierten Ansatz. Bei diesem werden Kl-Systeme in
solche mit inakzeptablem Risiko, hohem Risiko oder in geringere Risikostufen eingruppiert.
KI-Systeme mit inakzeptablen Risiken sollen verboten, solche mit hohem Risiko durch
verschiedene SchutzmalRnahmen reguliert werden.

Die Verordnung hat das Potenzial, wirksame Maflinahmen zum Schutz der Menschen und
unserer Grundrechte festzulegen. Dazu ist Folgendes notig:

e Hochrisiko-KI und deren Einsatz missen in einer EU-Datenbank registriert
werden. Derzeit werden jedoch Ausnahmen von dieser Transparenzpflicht
ausgerechnet fur diejenigen Bereiche diskutiert, in denen Menschen besonders
verletzlich sind, wie etwa beim Einsatz von KI durch Strafverfolgungs- und
Migrationsbehdrden. Mangels Nachvollziehbarkeit kénnte der Einsatz durch diese
Behdrden nicht Uberprift werden. Daher darf es keine Ausnahmen von der
Registrierungspflicht geben.

e Die Betreiber*innen von hochriskanten KI-Systemen sollten dazu verpflichtet werden,
vor dem Einsatz des Systems eine Grundrechts-Folgenabschéatzung (Fundamental
Rights Impact Assessment — FRIA) vorzunehmen und diese 6&ffentlich zuganglich zu
machen.

e Die EU-Kommission hat eine klar verstandliche Definition fur Hochrisiko-KI
vorgeschlagen. Derzeit wird dartiber verhandelt, diese mit Ausnahmeregelungen zu
versehen (sogenannter ,Article 6 Extra Layer”). Diese Schlupflécher wirden es
unverantwortlichen Anbietern ermdéglichen, sich der Regulierung zu entziehen.
Verantwortlich agierende Anbieter hatten das Nachsehen. Die Mitgliedstaaten sollten



daher auf Ausnahmen verzichten und am urspriinglichen Entwurf der EU-
Kommission festhalten.

e Das Versprechen des Koalitionsvertrages muss gehalten werden: Biometrische
Erkennungssysteme wie Gesichtserkennungstechnologie muissen in offentlich
zuganglichen Raumen sowohl in Echtzeit als auch mit Zeitverzégerung ("post-
RBI“) ausgeschlossen werden, da sie unvertretbare Risiken fir die Gesellschaft mit
sich bringen. Massenlberwachung ist mit den Menschenrechten nicht vereinbar.

e KIflr Zwecke der nationalen Sicherheit darf nicht pauschal von der Verordnung
ausgenommen werden. Eine solche explizite Ausnahme stellt eine Einladung fir
Missbrauch dar, denn der Begriff der nationalen Sicherheit ist europaweit nicht klar
definiert. Daher sollten sich die Mitgliedsstaaten auch hier dem Entwurf der EU-
Kommission anschliel3en, der keine solche Ausnahme vorsieht.

Wir fordern Sie auf, sich als federfihrende Minister der Bundesregierung dafiir einzusetzen,
dass diese wichtige Verordnung nicht durchldchert wird und zentrale SchutzmalRnahmen wie
die Grundrechts-Folgenabschétzung erhalten bleiben.

Die in diesem Brief vertretenen Positionen teilen wir mit 150 Organisationen der deutschen
und europdischen Zivilgesellschaft. Unsere gemeinsamen detaillierten Empfehlungen
entnehmen Sie bitte dem Anhang dieses Schreibens.

Markus N. Beeko Matthias Spielkamp

Generalsekretar Geschéftsfihrer
Amnesty International AlgorithmWatch



| Attachment: A civil society statement on fundamental rights in the EU Artificial
Intelligence Act

EU Trilogues: The Al Act must protect people’s rights

As European Union institutions' begin trilogue negotiations, civil society calls on EU
institutions to ensure the Regulation puts people and fundamental rights first in the Artificial
Intelligence Act (Al Act).

In Europe and around the world, Al systems are used to monitor and control us in public
spaces, predict our likelihood of future criminality, facilitate violations of the right to claim
asylum, predict our emotions and categorise us, and to make crucial decisions that determine
our access to public services, welfare, education and employment.

Without strong regulation, companies and governments will continue to use Al systems that
exacerbate mass surveillance, structural discrimination, centralised power of large technology
companies, unaccountable public decision-making and environmental damage.

We call on EU institutions to ensure that Al development and use is accountable,
publicly transparent, and that people are empowered to challenge harms:

1. Empower affected people with a framework of accountability,
transparency, accessibility and redress

e An obligation on all public and private ‘users’ (deployers) to conduct and publish a
fundamental rights impact assessment before each deployment of a high-risk Al
system and meaningfully engage civil society and affected people in this process;

e Require all users of high-risk Al systems, and users of all systems in the public
sphere, to reqister their use in the publicly viewable EU database before deployment;

e Ensure that EU-based Al providers whose systems impact people outside of the EU
are subject to the same requirements as those inside the EU.

e Ensure horizontal and mainstreamed accessibility requirements for all Al systems;

e Ensure people affected by Al systems are notified and have the right to seek
information when affected by Al-assisted decisions and outcomes;

e Include a right for people affected to lodge a complaint with a national authority if
their rights have been violated by the use of an Al system;

e Include a right to representation of natural persons and the right for public interest
organisations to lodge standalone complaints with a national supervisory authority;

e Include a right to effective remedies for the infringement of rights.

1 European Parliament, the Council of the European Union and European Commission engage in inter-
institutional negotiations, ‘trilogues’, to reach a provisional agreement on a legislative proposal that is acceptable
to both the Parliament and the Council.
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2. Draw limits on harmful and discriminatory surveillance by
national security, law enforcement and migration authorities

Increasingly, Al systems are developed and deployed for harmful and discriminatory forms of
state surveillance. Such systems disproportionately target already marginalised
communities, undermine legal and procedural rights, as well as contributing to mass
surveillance. When Al systems are deployed in the context of law enforcement, security and
migration control, there is an even greater risk of harm, and violations of fundamental rights
and the rule of law. To maintain public oversight and prevent harm, the EU Al Act must
include:

e A full ban on real-time and post remote biometric identification in publicly accessible
spaces, by all actors, without exception;

e A prohibition of all forms of predictive and profiling systems in law enforcement and
criminal justice (including systems which focus on and target individuals, groups and
locations or areas);

e Prohibitions on Al in migration contexts to make individual risk assessments and
profiles based on personal and sensitive data, and predictive analytic systems when
used to interdict, curtail and prevent migration;

e A prohibition on biometric categorisation systems that categorise natural persons
according to sensitive or protected attributes as well as the use of any biometric
categorisation and automated behavioural detection systems in publicly accessible
spaces;

e A ban on the use of emotion recognition systems to infer people’s emotions and
mental states;

e Reject the Council’s addition of a blanket exemption from the Al Act of Al systems
developed or used for national security purposes;

e Remove exceptions and loopholes for law enforcement and migration control
introduced by the Council;

e Ensuring public transparency as to what, when and how public actors deploy high-
risk Al in areas of law enforcement and migration control, avoiding any exemption to
the obligation to register high risk uses into the EU Al database.

3. Push back on Big Tech lobbying: remove loopholes that
undermine the regulation

The EU Al Act must set clear and legally-certain standards of application if the legislation is
to be effectively enforced. The legislation must uphold an objective process to determine
which systems are high-risk, and remove any ‘additional layer’ added to the high-risk
classification process. Such a layer would allow Al developers, without accountability or
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oversight, to decide whether or not their systems pose a ‘significant’ enough risk to warrant
legal scrutiny under the Regulation. A discretionary risk classification process risks
undermining the entire Al Act, shifting to self-regulation, posing insurmountable challenges
for enforcement and harmonisation, and incentivising larger companies to under-classify
their own Al systems.

Negotiators of the Al Act must not give in to lobbying efforts of large tech companies seeking
to circumvent regulation for financial interest. The EU Al Act must:

e Remove the additional layer added to the risk classification process in Article 6
restore the clear, objective risk-classification process outlined in the original position
of the European Commission;

e Ensure that providers of general purpose Al systems are subject to a clear set of
obligations under the Al Act, avoiding that smaller providers and users bear the brunt
of obligations better suited to original developers.
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14. Academia Cidada - Citizenship Academy 43. Controle Alt Delete

15. Africa Solidarity Centre Ireland 44. Corporate Europe Observatory (CEO)

16. AlgoRace 45. D64 - Zentrum fur digitalen Fortschritt

17. Algorights 46. D64 - Zentrum fir Digitalen Fortschritt e. V.
18. All Faiths and None 47. DanChurchAid (DCA)

19. All Out



20. Anna Henga

21. Anticorruption Center

22. ARSIS - Association of the Social Support
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26. Association for Juridical Studies on
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27. Association Konekt
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30. Austria human rights League

31. Avaaz

32. Balkan Civil Society Development Network
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35. Canadian Civil Liberties Association
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52. Democracy Development Foundation
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58. Diotima Centre for Gender Rights & Equality
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60. epicenter.works - for digital rights

61. Equinox Initiative for Racial Justice

62. Estonian Human Rights Centre

63. Eticas

64. EuroMed Rights

65. European Anti-Poverty Network (EAPN)

66. European Center for Human Rights

67. European Center for Not-for-Profit Law
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99. La Strada International
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83. horizontl Collaborative

84. Human Rights Watch

85. | Have Rights

86. IDAY-Liberia Coalition Inc.

87. ILGA-Europe (the European region of the
International Lesbian, Gay, Bisexual, Trans and
Intersex Association)

88. info.nodes

89. Initiative Center to Support Social Action
"Ednannia”

90. Institute for Strategic Dialogue (ISD)

91. International Commission of Jurists

92. International Rehabilitation Council for
Torture victims

93. IT-Pol

94. lvorian Community of Greece

95. Kif Kif vzw

96. KOK - German NGO Network against
Trafficking in Human Beings

126. Promo-LEX Association

127. Prostitution Information Center (PIC)
128. Protection International

129. Public Institution Roma Community Centre
130. Racism and Technology Center

131. Red en Defensa de los Derechos Digitales
132. Red Espafiola de Inmigracion y Ayuda al
Refugiado

133. Refugee Law Lab, York University

134. REPONGAC

135. SHARE Foundation

136. SOLIDAR & SOLIDAR Foundation

137. Statewatch

138. Stichting LOS

111. Mnemonic

112. Mobile Info Team

113. Moje PanSstwo Foundation

114. Moomken organization for Awareness and
Media

115. National Campaign for Sustainable
Development Nepal

116. National Network for Civil Society (BBE)
117. National old folks of Liberia.com

118. Novact

119. Observatorio Trabajo, Algoritmo y
Sociedad

120. Open Knowledge Foundation Germany
121. Partners Albania for Change and
Development

122. Politiscope

123. Privacy First

124. Privacy International

125. Privacy Network

139. Superbloom (previously known as Simply
Secure)

140. SUPERRR Lab

141. SwitchMED - Maghweb

142. Symbiosis

143. TAMPEP European Network for the
Promotion of Rights and Health among Migrant
Sex Workers.

144, TEDIC - Paraguay

145. The Border Violence Monitoring Network
146. The Good Lobby

147. Transparency International

148. Volonteurope

149. WeMove Europe

150. Xne






